Global Prosecutors E-Crime Network Newsletter
Issue 33 –June 2016
Welcome to the June 2016 edition of the GPEN newsletter.
This month we have a roundup of
cybercrime news stories from around
the world; a report from the joint
GPEN, ECOWAS, Council of Europe
Cybercrime Regional Training in
Abuja, Nigeria and the topic focus is
on prosecuting Intellectual Property
Crimes. We are delighted that our
interview this month is with the new
General Counsel for the International
Association of Prosecutors (IAP) Dr
Rasmus Wandall, who is currently
involved in finalising the
arrangements for the IAP Annual
Conference in Dublin in September have you booked your ticket yet?
Also in this issue we have details about the GPEN webinar programme. Don’t forget to book your
place at the next webinar on July 14th 2016 Erling Vestergaard from the European Intellectual
Property Office will be speaking about ‘Online Business Models Infringing Intellectual Property Rights
through Phishing, Malware Dissemination and Other Fraudulent Means’. I look forward to talking to
you there.
Sarah Lennard-Brown
GPEN communications team
If you have any information or articles for the newsletter or website please send it to
Sarah@gpen.info or post on the GPEN forum – I look forward to talking to you there.

Join the GPEN community www.iap-association.org/Membership
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News
Russian Hackers arrested
A gang of 50 people, suspected of using the trojan
"Lurk" to steal over 1.7 billion Roubles (US$25 million),
has been arrested in Russia. The Russian authorities
raided premises in 15 regions across the country. Lurk
was hidden in popular Russian websites and then
unwittingly downloaded by the general public. Once
downloaded the trojan then downloaded more
malicious software that gave the hackers remote access
to the PC. This was used to steal login names and
passwords for online bank accounts. The trojan has
been active for one and a half years.



Find out more about the arrest of Russian Hackers on the BBC website
Find out more about prosecuting crimes involving hacking in the GPEN library

Nigerian Parliament drops social media bill
The Nigerian parliament have rejected the Frivolous
Petition Bill, a controversial law that was designed to
stop the growing numbers of frivolous petitions and
publications in Social medial and regulate social media
platforms SMS, WhatsApp messages and Twitter. The
proposed law sparked public outrage when it was
discovered that politicians would be protected from
political opponents or those seeking to challenge their
views whereas members of the general public would
be subject to a US$ 10,000 fine. The Committee on
Human Rights and Legal Matters headed the campaign
against the adoption of the Frivolous Petition Bill and
its rejection has been seen as a victory for democracy
by social media commentators.



What do you think? Are you debating new cybercrime laws? Start a debate on the GPEN forum
Find out more about the Nigerian Parliament debate on the IT WebAfrica website

WWW.IAP-ASSOCIATION.ORG/GPEN

2

Hackers steal $81M from Bangladesh Bank in Philippines
A computer belonging to an official at the Bangladesh Bank
in the Philippines was used to extract fraudulent payments
via the SWIFT system in one of the largest cyber heists ever.
The attack happened on a Friday when the Bangladesh Bank
was shut down. There is no evidence that the thieves were
based in the Philippines or Bangladesh. The hackers sent
messages that appeared to come from the Bangladesh
Bank’s central bank in Dhaka via the SWIFT system to the
New York Federal Reserve requesting nearly $1billion from
the Bangladesh bank's account. Most of the transfers were
blocked but $81 million was sent to a bank in the Philippines
where it was quickly moved to casinos and casino agents. Much of the money remains missing. An
inquiry in the Philippines has completed its investigation but was unable to confidently identify the
perpetrators of the crime. Senators on the inquiry team blamed the countries strict bank secrecy
laws and that casinos are outside the reach of anti-money laundering laws.



Find out more about the Bangladesh Bank Cyber-heist on the Bangladesh News 24 website
Start a debate about this issue on the GPEN forum

European Parliament votes not to
regulate blockchain technology... yet
Rather than regulate blockchain technology the Euro Parliament will "wait and see" how it develops.
A blockchain is a distributed database (a database in many different physical locations) that
maintains a growing list of records which are resistant to being tampered with. The data structure is
divided into blocks. Each block holds information which includes details about batches of individual
transactions a timestamp and information linking it to previous blocks. This system is considered to
be the key technical innovation in the development of the bitcoin currency.
German MEP Jakob von Weizsäcker called on the European Commission to set up a task force to
closely monitor blockchain technology so that it could react quickly if it was necessary. The European
Parliament decided that the technology was at an early stage and they were unwilling to stifle
innovation with too much early regulation. The technology is particularly complex and hard to
understand. The decision coincided with Santander's announcement that it will be the first United
Kingdom bank to pilot using blockchain technology for international payments.



Read more about the European Parliament’s decision on the Arstechnica website
Find out more about virtual currencies in the GPEN Library
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Silk Road successor jailed
Brian Farrell of the United States of
America, who helped run Silk Road , has
been convicted of conspiracy to
distribute heroin, cocaine and
methamphetamine and sentenced to
eight years in jail. Silk Road 2 was a copy
of the original infamous Silk Road
Marketplace which allowed people to
use bitcoins to buy and sell drugs
anonymously via the Tor network. It was
shut down in 2015 following Operation
Onymous which targeted hundreds of illicit marketplaces around the world. At the time it was shut
down Silk Road 2 was generating sales of around $8 million a month and had around 150,000 users.



Read more about the Silk Road 2 prosecution on the BBC website
Read more about prosecuting organised cybercrime on the GPEN website

GPEN Webinars
GPEN Webinars are supported by the UK Foreign and Commonwealth Office and the International
Association of Prosecutors.

Book your place for the next GPEN Webinar
To book a webinar place email: Sarah@gpen.info - the webinars are free and certificates are issued
to everyone who attends.

July 14th - Online Business Models Infringing Intellectual Property
Rights through Phishing, Malware Dissemination and Other
Fraudulent Means
Date and time: 14th July 2016, 10:00 British Summer Time (11:00 European Central Time)
Presenter: Erling Vestergaard, European Union Intellectual Property Office

August 16th - Digital Evidence (title to be confirmed)
Date and Time: 16th August 2016 11:00 British Summer Time (Greenwich Mean Time +1)
Presenter: Stephen Mason
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September - Prosecuting digital crimes against children (title, date
and time to be confirmed)
Presenter: Allison Dellandrea – Crown Prosecutor from Toronto, Canada who specialises in
prosecuting digital crimes against children.

October 26th Implementing the NOCAP (National Online Child Abuse
Protection) process
Date and Time: 26th October 2016 time to be confirmed
Presenter: Stewart Gailey and the Cybercrime Scotland Team

Catch up with the GPEN Webinars
If you missed our webinars do not worry. You can listen to the webinar and access the associated
documents in the GPEN library. The webinars are available for members of the IAP (you need your
IAP username and password to access the website). www.iap-association.org/GPEN/GPEN-LearningCentre/Webinars

Report on the GPEN, ECOWAS and Council of Europe
Cybercrime Training for Prosecutors and Investigators
The Republic of Nigeria - 24-26 May 2016
The Regional cybercrime training event in Abjua, Nigeria was a joint venture between GPEN,
Economic Community of West African States (ECOWAS) and the Council of Europe.
Esther George, Isaias
Barreto da Rosa, the
ECOWAS (Economic
Community of West
African States)
Commissioner for
Telecommunications
and Information
Technologies, and Zahid
Jamil at the Training in
Abuja, Nigeria.
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The Economic Community of West African States (ECOWAS) was founded in May 1975 and is a
regional group of fifteen West Africa countries. Which include Benin, Burkina Faso, Cape Verde,
Gambia, Ghana, Guinea, Guinea-Bissau, Ivory Coast, Liberia, Mali, Niger, Nigeria, Senegal, Sierra
Leone and Togo. ECOWAS mission is to promote economic integration across the region, and was
founded in order to achieve "collective self-sufficiency" for its member states by creating a single
large trading bloc through an economic and trading union. It also serves as a peacekeeping force in
the region.
The training was the result of the vision and hard work of Esther George and Terlumun GeorgeMaria Tyendezwa. They first discussed the possibility of hosting such training throughout Africa at
the Council of Europe Octopus Conference in 2015, and, with others, set up the Cybercrime Africa
Initiative to manage the process.
Twelve ECOWAS countries each sent two delegates to attend the training and because the training
was held in Abuja, Nigeria a large group of Nigerian delegates were able to attend from various parts
of Nigeria.

The trainers were Ms. Esther George GPEN’s lead cybercrime consultant, Mr. Mick Jameison an
international technical expert representing GPEN, Mr. Terlumun George-Maria Tyendezwa Head
Computer Crime Prosecution Unit, Nigeria and Mr. Zahid Jamil an international cybercrime expert
representing the Council of Europe. The delegates all enthusiastically participated in all aspects of the
training and were vocal in the need for further training in this field.
The training consisted of three-days on cybercrime and electronic evidence. The aim of the
cybercrime element of the course is to provide prosecutors and investigators with a basic knowledge
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of the technology used in cybercrimes, the threats, trends and challenges for law enforcement. The
course provides legal as well as practical information about the subject matters and concentrates on
how these issues impact on the day-to-day work of prosecutors and investigators. By the end of the
course prosecutors and investigators will have an enhanced knowledge of cybercrime and electronic
evidence; how to deal with them; what substantive and procedural laws as well as technologies can
be applied, and how urgent and efficient measures as well as extensive international co-operation
can be undertaken. The course content utilised the Council of Europe’s extensive training material.
A brief opening session was held with speeches from Dr. Isaias Barreto Olimpio da Rosa ECOWAS
Commissioner ICT, who spoke on what ECOWAS is doing to deal with cybercrime and welcomed
everyone to the training. Mr. Jamil representing the Council of Europe then spoke on the role of the
Council of Europe and the importance of the training. Mr. Tyendezwa, spoke on Nigeria’s progress in
the fight against cybercrime and the need for such training. Mr. Han Moraal, Acting Secretary
General of the International Association of Prosecutors (IAP) and Chair of GPEN sent a video speech
which unfortunately could not be played. Ms. George instead gave a brief opening speech on behalf
of the IAP/ GPEN.

Technology, Cybercrime Threats, Trends and Challenges
Mr. Jameison laid the foundation of the course by setting out technology, cybercrime threats, trends
and challenges. There was then a further session on technology where Mr. Jameison was able to
share his experience with the delegates. Both sessions were well received.

The Cybercrime Convention and Domestic Legislation and
International Cooperation
There were two sessions on legislation which Mr. Jamil led, ably supported by Mr. Tyendezwa.
The presentation was well received as it set out not only relevant articles of the Budapest Cybercrime
Convention but also the corresponding Nigerian law. Mr. Jamil made a number of helpful points on
the Cybercrime Convention and the importance of international cooperation.

Introduction to Forensics
This practical session was led by Mr. Tyendezwa with the assistance of Mr. Jameison and was very
informative.

Electronic Evidence and Practices
Ms. George led two sessions on this topic which all participated in and the delegates asked a number
of questions.
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The ECOWAS Cybercrime Network
During the afternoon of the final day of the training the ECOWAS Cybercrime Network (ECN) was
established as a mechanism enabling the implementation and review of the use of the ECOWAS
Directive C/DIR.1/08/11 on Fighting Cybercrime within ECOWAS Directive.
The scope of the ECN is to bring together National Focal Points from the Member States and
incorporate liaison with key stakeholders.
The core objectives of the ECN are to:
1. Promote the effective exchange of information and intelligence between criminal justice and
law enforcement counterparts pertaining to cybercrime and electronic evidence.
2. Facilitate working relationships/collaborations between criminal justice and law enforcement
counterparts of member States, and other key stakeholders.
3. Facilitate and promote efficient informal and formal international cooperation/joint
operations among member States against cybercrime.
4. Exchange information on best practices, technical assistance and capacity building to combat
cybercrime.

Composition of ECN
The ECN shall include National Focal Points (NFPs) from:





Law Enforcement
Prosecutorial Authorities
Central Authority Units
Government Agencies in charge of ICT

Secretariat of The Network
It was agreed that the ECOWAS Commission shall
serve as the Secretariat of the Network, including
provision of an online platform as may be appropriate.

Coordinator
The selection of a Chair and three Vice-Chairs for the
Network was stepped down until the next meeting on
the advice of the ECOWAS Commission. Mr.
Tyendezwa (pictured) was selected as the
Coordinator, and charged to lead the Network, ensure
effective take off, draw up Terms of Reference and
guiding documents, liaise with member States that
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were not in attendance to actively participate, source and secure funding for follow up digital
forensics training for first responders in all member states and general sustainability of the Networks
activities, ensure the re-convening of the next meeting, etc.

Course Closure
The very successful training program was concluded by a brief closing speech by Dr. Olimpio da Rosa.
On the 8th June 2016 George Tyendezwa also presented a very interesting webinar for GPEN on
International Cooperation and the ECOWAS Cybercrime Network. You can download and watch the
webinar from the GPEN library.

Topic focus
Intellectual Property Crime
In May 2016 Europol reported that an international investigation involving the Spanish National
Police and Tax Authorities, the German local police Hanau, Europol and Eurojust, succeeded in
shutting down a criminal network which illegally distributed pay-TV channels in Spain via pirated
decoders and the Internet. Thirty suspects were arrested in Spain and nearly 50,000 decoders were
seized.
Intellectual Property Crime, sometimes called piracy or
counterfeiting, involves the manufacture, distribution
and sale of products which carry a false trademark or
are falsely attributed to a company or brand.
Intellectual property crimes can harm individuals
through the risk of substandard products and
unregulated production; it can harm business by
reducing the sale of legitimate products and
governments by reducing tax revenue.
Interpol has found that there is a clear link between the
trafficking of counterfeit goods and transnational
organised crime:
“Criminal organizations are attracted by the lucrative profits involved in trading counterfeit or fake
goods, or in trading legitimate goods through illicit channels. The criminals involved manufacture and
trade illicit goods on a regional and increasingly global scale.
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Organized crime networks exploit new technology, differences among national regulatory regimes
and links between the global economic, finance and transportation systems for their own gain. They
use the profits to fund other criminal activities such as drug trafficking, people smuggling and
robbery.”
The GPEN library has a small but select collection of documents relating to the prosecution of Cyberenabled Intellectual Property Crimes. These include:

Roadmap for Intellectual Property Protection in Europe -Trade Secrets Protection in
Europe (2011)
Author: IPR2 (European Union - China Project on the Protection of Intellectual Property Rights)
This document attempts to define the concepts of "trade secret" and "misappropriation of trade
secrets" and the actions that can be taken to prevent violation of them.

Prosecuting Intellectual Property Crimes (2013)
Author: H. Marshall Jarrett, Director, EOUSA and Cameron G. Chandler Director, OLE
A manual about the prosecution of intellectual property crimes in the United States of America

The Report of the Commission on the Theft of American Intellectual Property (2013)
Author: Intellectual Property Commission, United States of America
This document includes Evidence assessment and policy recommendations on the theft of
intellectual property.

Specialist Training Course on Prosecuting Intellectual Property Crimes
This course was produced by the Crown Prosecution Service of England and Wales and aims to:
1.
2.
3.
4.
5.
6.

Describe what intellectual property (IP) crime is and provide examples
Outline its impact on the UK economy, businesses, consumers and wider society
List common offences, charging options and legislation
State methods of determining modes of trial and sentencing powers
Outline the common pitfalls in prosecuting IP cases
Describe the common basis of plea and implications on sentencing and Proceeds of Crime
Act (POCA)
7. Outline the types of IP crime that are likely to increase in the future
Please share your own cyber prosecution materials relating to intellectual property crime (any
language) on the GPEN forum or send your resources to Sarah@GPEN.info . Please note: you need
to be logged into the IAP website using your IAP username and password to access the forum.
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Greatest influencers
We are delighted to welcome Dr Rasmus
Wandall, as the new General Counsel to the
International Association of Prosecutors.
Rasmus took over the role of General Counsel
in October 2015 and has been very busy over
the last few weeks finalising the arrangements
for the next IAP conference which takes place
in Dublin in September 2016 - don’t forget to
book your place! Rasmus is extremely well
qualified to take on the role of General
Counsel and has lots of experience
researching and working with jurisdictions
around the world. In his spare time (what little
there is), he enjoys photography, tennis and
collecting hats.
Please can you tell me about your career and background?
My background in a few words: Prosecution and academia.
I prosecuted in Denmark and worked with the Danish Director of Public Prosecutions on the reform
of the Danish Prosecution service from 2007 onwards. From 2011 to 2015 I lived and worked in Addis
Ababa, Ethiopia and worked closely with the Ministry of Justice and the Federal Supreme Court there
to professionalize its prosecution service and criminal sentencing.
Academically, I have studied and researched comparative criminal procedure and empirical legal
studies on three different continents. After my Masters of Law I completed my PhD in criminal
procedure and empirical legal studies, and have since then worked intensely in the field of
comparative criminal procedure. I have held academic positions and visiting fellowships in Denmark,
the United States, England and Wales, Germany, Poland, Norway, Sweden, and Ethiopia. I continue
to be affiliated to the University of Bergen – my all-time favourite academic institution in criminal law
and theory in the Nordic countries.
Some colleagues look at my background and say ‘you have spent too much time reading books and
too little time in reality’. Well, I can certainly not run away from the reading and writing, but my first
six months in the job has already taught me that I use both my practical and my academic
background extensively. As a prosecutor, I bring my own practical experiences with me whenever I
talk with colleagues and whenever I look for solutions that can serve as practical tools – and not just
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as legal tools. As a comparative legal scholar, I bring with me an extensive humility to every meeting
with prosecution systems around the world. I do not for a second imagine that I can make sense of
the insides of another prosecution service based on a few meetings or reading a book. So in all my
work, I listen to our members, I listen to the views and experiences of our colleagues and try my best
to understand and appreciate the roles of prosecutors in the many different legal cultures around
the world in order to respond in meaningful ways through our work. And by the way – it does not
hurt to read a book!
Please can you tell me about your role as General Counsel for the IAP?
I think most members regard the General Counsel as the person who has responsibility for the
professional programmes at IAP conferences and who is in charge of IAP publications. And those are
certainly important responsibilities. But the role of the General Counsel extends further.
First of all, the General Counsel is the legal advisor to the IAP and thus has a role in safeguarding the
rules and the spirit of our IAP Constitution.
Secondly, the General Counsel prepares a yearly plan for the professional goals and activities of the
association and is the one who is responsible to the executive committee for meeting these goals.
Accordingly, we just launched the professional goals of the IAP 2016-2018 after the Helsinki
executive committee meeting mid-March 2016. These include a range of initiatives to strengthen the
connection between prosecutors globally, initiatives to offer professional tools to our members, and
three projects, which we want to give particular attention:




An online MLA (Mutual Legal Assistance) project in the area of Counter-terrorism,
A project on intensifying our efforts to secure the safety and security of prosecutors,
And a project to identify some of the key challenges and solutions to secure a better
functional independence of prosecutors.

All three special projects go to the very heart of who we are and what we want to do in the IAP.
As you will be well aware, the specialized networks of the IAP are cornerstones in our activities. It is
through these networks that we will be able to create strong global communities of prosecutors, and
it is through these networks that we are able to set a standard for how prosecutors can and should
practice around the world. Making GPEN and the other networks stronger, with more reliable
contact persons in each and every jurisdiction, and with available resources that meet the
expectations of our members, is one of the General Counsel’s most important objectives.
This is not something a single person could ever do alone. The Secretary General, who has the overall
responsibility of the IAP management; the executive director who manages membership, many
community initiatives, and our massive web-resources; the programme and community manager,
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who is a key person in the strengthening of our networks; and our office manager, all work together
around most projects. We are a very small group of permanent staff and thus do most things
together. Everything we do is quite simply to serve the interests of the members of the IAP.
Please can you tell me about your hopes for the future of Cybercrime prosecution and the role of
the IAP?
Clearly, I am not a cybercrime prosecutor and I would never challenge the insights of the many
extraordinarily skilled and specialized members of the GPEN. My job – and this is my hope – is to be
able to help strengthen the global reach of this network, its available resources, and consequently
the capacities of cybercrime prosecution globally. But if you ask me about the future of cybercrime
prosecution, I would contact the members of this network and ask how they see the future
developments in the field and how we could best serve it. And that is of course how we go about our
work – we listen to our members.
For the IAP, my hope is that it can continue to make a positive contribution to our many members –
both individuals, associations and authorities around the world. First of all by making the world a
smaller place through a trustworthy global community of prosecutors in which we can meet, discuss,
exchange good ideas and keep improving what we do and how we do it. Secondly, to keep expanding
the available resources and offers to our members – MLA services, specialized courses, online toolkits and manuals – to set the standard of how we can and should prosecute in specialized areas of
prosecution. Thirdly, I am keenly aware that all around the world, prosecution is one of the most
important functions in our legal systems, preserving the rule of law and human rights. As such it is
also my hope that the IAP can make a serious contribution to making our societies safer and better
places to live.
To these ends, I think the IAP possesses a unique quality. The IAP has a global reach – like many
international organizations – but unlike most other organizations, we have an extremely strong
professional attachment to local prosecutors and prosecution authorities thanks to our members.
This means that the solutions we develop come about through an intense professional negotiation
between the many different prosecution cultures and systems of individual jurisdictions around the
world. Certainly, this is a challenge, but it also makes for much better solutions that make sense to
local prosecutors everywhere. I strongly believe that the best and most sustainable solutions come
about this way.
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Events
Specialisation Course for Junior Prosecutors – International Criminal
Law and International Cooperation in Penal Matters: Theoretical
and Practical Questions
This course includes a session on Cybercrime presented by Esther George.
Date: 4th– 15th July 2016
Place: Siracusa, Italy
Find out more about the conference at www.iap-association.org

Protecting Privacy - Domestic and International Criminal Justice
Responses to Crimes against Personal Privacy and the Balance
between Individuals Privacy and Collective Security
Date: 24th – 28th July 2016
Place: Halifax World Trade and Convention Centre, Halifax, Nova Scotia, Canada
Conference will be run by the International Society for the Reform of Criminal Law. Visit the Privacy
Conference website.

Cyber Security Conference
Date: 25th – 28th July 2016
Place: New York, United States of America
The Federal Bureau of Investigation and Fordham University will host the Sixth International
Conference on Cyber Security (ICCS 2016) on July 25-28, 2016, in New York City. ICCS is an
unparalleled opportunity for global leaders in cyber threat analysis, operations, research, and law
enforcement to coordinate their efforts to create a more secure world. Find out more at the
conference website.

LawTech Europe Congress 2016
Date: 7th – 8th November 2016
Place: Brussels, Belgium
Find out more at http://www.lawtecheuropecongress.com, Register for the conference:
http://www.cvent.com/d/sfqm63/4W . We have a special deal with Law Tech Europe which means
that GPEN members can have a special 30% discount if they use the code: LTEC-3TCR
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Octopus Conference 2016
Date: 16th-18th November 2016
Place: Palais de l’Europe, Council of Europe, Strasbourg, France
The conference will provide an opportunity to interface for cybercrime experts from public and
private sectors as well as international and non-governmental organisations from all over the world.
Participation is free of charge but subject to registration. Find out more at
Registration will be open from 15 September to 15 October 2016 at www.coe.int/cybercrime

International Conference on Cyber-law, Cybercrime
Date: 17th and 18th November 2016
Place: New Delhi, India
Call for Papers - Submit Your Entries At: info@cyberlawcybercrime.com
Find out more about this conference at: www.cyberlawcybercrime.com
If you know of any conferences or events you think would be useful for Cybercrime colleagues
around the world please post them to the news section of the GPEN forum. You can find more
information in the Events section of GPEN. Please note that to view this information you need to be
logged into the website with your International Association of Prosecutors username and password.
Find out how to become a member of the IAP.
This newsletter is published by the Global Prosecutors E-Crime Network (GPEN) part of the
International Association of Prosecutors - Hartogstraat 13, The Hague, The Netherlands
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